Case Study 2: NorthLine Engineering Ransomware and Financial Loss
Organisational Background
NorthLine Engineering installs and maintains heating, ventilation and electrical systems for schools, hospitals, offices and industrial sites.
The organisation employs 180 engineers who use company smartphones to:
· Receive job information
· Access building plans
· Record safety inspections
· Photograph completed work
· Order replacement parts
· Contact customers
· Complete timesheets
· Access company email
· Connect remotely to internal systems
Engineers regularly work away from the main office and sometimes travel internationally.
The Missing Controls
NorthLine issued smartphones to employees but did not centrally manage them.
The IT department had recommended purchasing mobile device management software, but senior managers decided it was too expensive.
No remote wipe
The organisation could not remotely delete information from devices that were:
· Lost
· Stolen
· Damaged
· Kept by former employees
Staff accounts were sometimes left active for several days after an employee left the organisation.
Functionalities were not disabled
Employees could:
· Install software from unknown sources
· Enable USB debugging
· Connect devices to any computer
· Use Bluetooth file transfers
· Change security settings
· Remove security applications
· Use mobile hotspot functionality
· Store passwords in unsecured notes
There were no controls preventing employees from changing important device settings.
Mobile devices were not restricted
Any smartphone with a valid username and password could access the company’s email and remote-access systems.
NorthLine did not check whether devices were:
· Encrypted
· Updated
· Rooted or modified
· Protected by a screen lock
· Registered to an employee
· Running approved security software
Multi-factor authentication had not been enabled.
The app store was uncontrolled
Engineers could download any application.
Some employees installed free versions of:
· PDF readers
· QR-code scanners
· File converters
· Navigation apps
· Remote-access software
· Games and streaming services
Several of these applications requested unnecessary access to contacts, files, photographs and location information.
Calling and data use were unrestricted
Company phones could make international and premium-rate calls without approval.
Data roaming, video streaming and large downloads were unrestricted.
The finance department only reviewed usage after monthly bills were received.
Backup and synchronisation were uncontrolled
Engineers could save company files to personal accounts, including:
· Google Drive
· Dropbox
· OneDrive
· Personal email
· Personal photo-backup services
There was no reliable central backup of information stored locally on employee devices.
The Incident
An engineer downloaded a free document-scanning application from an unofficial website. The application contained malicious software.
The malicious application captured the engineer’s saved username and password for NorthLine’s remote-access system.
Because multi-factor authentication and device restrictions were not in place, the attacker signed in from another country using an unregistered device.
The attacker gained access to:
· Customer contracts
· Building plans
· Supplier information
· Employee records
· Financial documents
· Remote-access tools
· Internal servers
The attackers installed ransomware across the company network. Files were encrypted, backups connected to the network were damaged, and employees could no longer access job schedules or customer records.
At the same time, a recently dismissed employee still possessed a company smartphone. Their account had not been disabled, and the device had not been remotely wiped. The former employee downloaded customer lists and pricing information before the account was eventually closed.
Serious Consequences
NorthLine’s systems were unavailable for twelve days.
The organisation experienced the following consequences:
· Engineers could not access job schedules or building plans.
· Planned maintenance visits were cancelled.
· Emergency repair work was delayed.
· Several customers moved contracts to competitors.
· Staff had to recreate records from emails and paper documents.
· Some locally stored inspection photographs were permanently lost.
· Sensitive building plans were accessed by attackers.
· Customer and employee information was exposed.
· The company paid external cybersecurity and legal specialists.
· International and premium-rate calls made from compromised devices increased phone costs.
· The organisation suffered significant lost income.
· Employees were temporarily sent home because work could not be allocated.
· The company faced contract penalties for missed deadlines.
· Its insurer reduced the ransomware payment because basic security controls had not been implemented.
· The former employee shared customer pricing information with a competitor.
· Senior management was criticised for rejecting earlier security recommendations.
How the Incident Could Have Been Prevented
NorthLine could have reduced the risk by implementing:
· An approved organisational app store
· A block on applications from unknown sources
· Multi-factor authentication
· Device registration and compliance checks
· Immediate account deactivation for former employees
· Remote locking and remote wipe
· Restrictions on USB debugging and security-setting changes
· Controls on calling, roaming and mobile data usage
· Encrypted organisational backups
· Separation of personal and organisational data
· Prevention of synchronisation with personal cloud accounts
Learner Discussion Questions
1. What was the initial cause of the security incident?
2. Explain how controlling the app store could have prevented the attack.
3. Why was the absence of multi-factor authentication important?
4. Explain how remote wipe would have reduced the risk created by the former employee.
5. Identify two financial consequences and two operational consequences.
6. Why was allowing personal backup and synchronisation a risk?
7. Which missing control do you believe was the most important? Justify your answer.
8. Explain why rejecting the mobile device management system was a false economy.
9. Produce an action plan showing the controls NorthLine should introduce immediately.

